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The Empowered Patient

The emergence of the “empowered patient” raises the issue of whether this should influence legislation concerning the responsibility for
processing patient information. According to Norwegian legislation, patients are entitled to participate in choosing medical treatment on the basis
of information from health personnel. Perhaps patients are also capable of taking part, to a greater extent, in the responsibility for the processing
of their health information.

The Evolution of the Patient Role During Recent Years

The position and role of patients in healthcare services has changed over the years. This applies to the position and role of health personnel as
well, as both roles are formed in the interaction between patients and health personnel. The mere existence of Patients’ Rights Acts in several
countries, including Norway, has contributed to making these changes visible1. The Act may even have strengthened the process by giving
patients more self-confidence, thus making them more aware of their legal rights. Issues encompassed by the Act include the need for patients’
consent to medical care as well as patients’ rights to necessary care, to participation and information, to access their own medical records and to
protection against the distribution of their medical information.

There are several possible ways to illustrate the new patient role by approaching it through the development of the physician’s role. One obvious
starting point is the paternalistic doctor of yesterday with his (!) medical journals, to which the patient had no or very limited access. One way to
describe the changes that have occurred since then is to imagine the physician’s journey from the divine doctor to the confident and informative
doctor and recently to the co-operative one, who is more like a consultant or advisor for the patient. A more colourful description originated from
the Norwegian Medical Association as early as 1998, when the doctor was referred to as “the patient’s pilot on the great and perilous ocean of
[medical] information”2 describe the doctor as a partner and facilitator for the patient on a more equal basis.

In more recent descriptions of what is frequently called the empowered patient, he or she has been referred to as “a decision-maker” (Norwegian
Federation of Organisations of Disabled People), “a participating decision-maker”“more demanding con- sumer”, “the impatient patient” and
“partners for providers”. It has also been pointed out that the patients of the future will be entitled to customised healthcare because “one size
does not fit all”5

Regulations Concerning Confidentiality

The Norwegian Health Personnel Act states: “Health personnel shall prevent others from gaining access to or knowledge of information relating
to people’s health or medical condition or other personal information that they get to know in their capacity as health personnel” (The Norwegian
Health Personnel Act, Section 21)6 However, this Act also states that patients can exempt health personnel from their professional secrecy. If
patients give their consent, health personnel can communicate defined information about the patient to others. In this case, it is up to the patient
to define what is meant by the term “others”. They are not necessarily identified people; “others” may refer to one or more people or to
“everybody”, for example via newspapers or in a discussion on television. This means that patients, albeit with some exceptions, can to a great
extent decide that their health information can be communicated to the general public according to Norwegian health legislation.

When it comes to information security, however, the processing of personal data is not governed by health legislation. The Norwegian legislation
in the field7 1998 (Article 8 of the European Convention on Human Rights), Directive 95/46 EC on the protection of individuals with regard to the
processing of personal data and on the free is based on the Human Rights Act movement of such data a patient can exempt health personnel
from their professional secrecy, the . But even though patient’s consent does not affect the professional duty of health personnel to ensure
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confidentiality and the right to privacy according to the legislation governing the protection of p e r s o n a l information. The security level must
be maintained, even if the patient does not care whether others are given access to that particular information or not. The justification for this is
that the right to privacy is a fundamental human right that cannot be left to individuals to maintain.

One could ask whether the changing patient role should also influence the division of responsibility for the processing of patient should have an
influence on the security level for the processing of their medical data?

An Example: Use of E-mail

The use of ordinary unsecured e-mail for transmitting health information by health personnel is illegal according to the Norwegian Data
Inspectorate and the Norwegian Board of Health. It is not considered secure enough. E-mails can go astray, it is difficult to explore the true
identity of the sender and it is impossible to guarantee that the message is not being altered or read on its way. E- mails encompassing
confidential patient information should therefore be rigorously secured and encrypted before they are transmitted. This applies independent of
the patient’s wishes.

It could be of interest to look further into what the risks are and how patients may be affected if everything goes wrong. The legal situation is that
if an e-mail goes astray, it might be considered as a breach of professional secrecy by health personnel according to the health legislation. The
same applies to e-mails being read on their way or transmitted to another recipient than intended. This is related to health personnel’s duty of
confidentiality, which entails not only keeping silent, but also actively preventing others from obtaining access to patient information.

Under certain circumstances, a breach of security measures involves the risk of inflicting damage on someone else. It is possible to imagine that
an e-mail from a doctor to a patient could be intentionally altered by someone to harm the patient, even though the risk might be considered
small. The same risk applies when recipients falsely pass themselves off as someone else. This could give reasons to ask whether the use of e-
mail is consistent with the requirements for responsible conduct among health personnel according to the health legislation.

Processing of Patient Information in the Future

We know that many patients want to communicate with their physicians via e-mail9 for the use of other electronic means that can help to make
life easier for patients, too. There is reason to expect that the use of e-mail will be a matter of course in the years to come.

According to the legislation in force the situation is that, on one hand, patients are deemed competent to exempt health personnel from the duty
of professional secrecy. The health legislation presup-poses an informed, participating and contributing patient with extensive legal rights to
influence the choice of medical treatment. On the other hand, patients have no influence over the security level demanded to protect their health
information, whether they themselves consider the information sensitive or not.

The Empowered Patient and Responsibility for the Protection of Patient Information

As long as patients are aware of the risks associated with different security levels for the processing of their health information, it could be asked
whether or not they should be allowed to take the responsibility, or at least part of the responsibility, for mishaps that might occur. Is it possible to
imagine that the patient and the health service share the responsibility for the processing of the patient’s personal data in the future? Could it be
an alternative for the patient to assume the sole responsibility by contract? Another possible future scenario would be the establishing of a
double tracked system consisting of one source of information maintained by the health professionals and another managed by the patient
herself (himself), such as the patient’s own health record, a summary or extract of the patient’s health record or a patient’s diary managed by the
patient.

Empowered patients have undoubtedly come to stay, demanding the right to self-determination. According to this, the interesting discussion is
not only how the legislation affects people’s behaviour, but also how people’s behaviour should affect the legislation in the years to come.
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