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The importance of getting access management right cannot be overstated. You need
to make sure that anybody accessing your systems – and the data within – is exactly
who they say they are.

This is especially important when dealing with healthcare professionals who have access to vast
amounts of sensitive medical data. Most compliance standards require that individuals handling
patient data have access to the degree that is necessary for them to perform their role – no more,
no less. But according to our study, 37% of healthcare workers don’t even have unique logins. Quite
aside from the issue of user identiﬁcation to determine what data an individual requires access to, to
perform their role, this obviously leaves access wide open to attackers

Many organizations fall down in the same areas where access management is concerned. So to help
healthcare organizations better protect their Windows network, here is a list of four of the most
common mistakes when it comes to managing access.

1. Time consuming and disruptive
When we ﬁrst think about it, we wouldn’t consider this a big mistake. But then, we’ve done some
research. In fact, one of the biggest barriers to adopting a technology is the amount of time it takes
IT to actually manage the software. We surveyed 250 American companies, 18% of them believe that
‘time to manage and oversee’ is the biggest barrier to adoption.

Spending too much time managing the software means that it will have some serious repercussions
on productivity. This leads to the fact that the total cost of ownership for the tool is often much higher
than you would initially think. The best advice would be to try the product ﬁrst, if you can, to make
sure that it’s the right choice for you.
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Security solutions with ‘stickiness’ tend to be simple to implement and intuitive to
manage.

2. Overwhelming productivity
If the productivity is overwhelmed and restrained by the security, users aren’t able do their job
properly and the solution is already dead on arrival. However, organizations are aware of the problem
— 47% believe that complex IT security measures in place within their organization negatively
impacts employee productivity.
Security should work behind the scenes, protecting the users and the environment
until the moment the user is truly conﬂicting with security protocol.

3. Monitoring everything on your network
As said before, you need to make sure that anybody accessing your system is exactly who they say
they are. It’s not eﬀective to try and monitor every last bit of your network looking for anything that
looks unusual, especially when your time is limited.

This approach would end up being pretty costly and requiring signiﬁcant IT time and resources to put
proper detection mechanisms in place. This mode of operation will likely raise an initial set of false
positives that need to be ﬁne-tuned, and necessitates reports and meetings to ensure the detection
is actually working.

A better approach would be to run and monitor solutions that oﬀer automated controls in addition to
threat identiﬁcation and real time response.

In short, should something fall outside a set of established restrictions, your solution
should automatically take action before the damage is done – not only when IT
intervenes.

4. Blaming your employees
While users are often the weakest link in any network security, they can also be the solution if you
stop blaming them and start empowering them in the right way. Healthcare professionals are
(usually) human. They are careless, ﬂawed and often exploited. That’s what makes them so attractive
to attackers, they’re naïve so it’s easy.

One successful phishing email is enough to persuade one user to hand over his organizations login
details. The use of compromised internal credentials by an external attacker is the most common
threat action in data breaches (Verizon, Data Breach Investigations Report 2018).

Education is key. In fact, only 48% of healthcare organizations provide ongoing security training.
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Once an education program has been put in place, you need to then make sure that your access
management software has the ability to warn users themselves of unusual connection events
involving their credentials.

Who better than the user to judge whether the activity is suspicious or not.

Protecting sensitive patient data
Many healthcare organizations in today’s cybersecurity world are making these four mistakes. To
solve this problem, we suggest to look for access management solutions that include context-aware
security.
To explain brieﬂy, when someone attempts to connect, this approach uses and beneﬁts from
supplemental information to decide whether this access is genuine or not (compromised). After that,
the system can automatically grant or deny access using admin-set rules that are based on this
supplemental information.
Restricting access like this monitors the right aspects of security, doesn’t take much time to manage,
doesn’t impede users’ productivity, empowers those employees to make the right security choices
and doesn’t force you to choose between security and productivity. It’s a win-win scenario for you and
your healthcare employees.

Learn more about how contextual access security with UserLock helps healthcare
organizations secure user sessions and stop unauthorized access that could lead to
fraud, data breaches and non-compliance issues.
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